BbirogHble cTaBku

BCeM 3aeMlmKamM?
Ob6euwaroT

Kpeput
6e3 cnpaBok
U NpoBepoK?

MapaHTUpyloT
opobpeHune paxe

C NIOXON KpeanTHOMU
ucropmen?

byabTte
eauTenbHbI!

3a BbirogHbIMU
YCNOBUSIMU YaCTO
CKpbIBalOTCH MOLIEHHMKU!
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MpoBepbTe Ha canTe BaHka Poccuw,
3aKOHHO M paboTaeT KOMMNaHus:
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E E Yy Hee 1 opraHunsaumm
JIMLEeH3Ua? ., o B Crincke
e Heneranos?
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ObewatoT cBepxnpmbblib?

MapaHTUPYIOT JOXOA Bbille,
YyeM no genosutam?

N HMKakux puckoB?

byabTte 5
oaouTenbHbI!

3a BbIrogHbIMU
YCNTOBUSIMU MOT'YT
CKpbIBaTbCcA PUHAHCOBbIE
nupamuabl!

MpoBepbTe Ha canTe BaHka Poccuw,
3aKOHHO M paboTaeT KOMMNaHus:

4 Ectbnn .
Yy Hee | opraHusauuu

NULLeH3UA? ., o B Crucke
- Heneranos?
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MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUMNCKOWN ®EOEPALUN

FEHEPAJIbHASA MPOKYPATYPA
POCCUNCKOW ®EOEPALIUN

OT OH/TAUH-MOLWWEHHUKOB

YT106bI fOoOpaThbCcA A0 BalnX 6aHKOBCKUX CHETOB,
MOLUEHHNUKAM HY>XXHbl Balln NepCcoHabHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl ncnosnb3yloT apepucTbi?

OBELWAIOT 30J10TbIE N'OPbI

Onpockl 3a BO3HarpaxaeHue, coumanbHble BbiNnaTbl MM CBeEpPXNPUOLIIbHbIE
MHBECTULMOHHbIE NPOeKTbIl. [apaHTUsA ObICTpOro oboraweHna — npru3Hak oomMaHa

SAMAHUBAIOT HA PACINPOOAXAU

OFpOMHbIe CKMAKN N HN3KUNE LUeHbl MOI'YT OKAa3adTbCH MOLLUEHHNYECKOW yl'IOBKOl7I

CMNMEKYJIMPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBnatoT cOop AeHer Ha pa3paboTKy BakLUWMH, o6eLlaloT BEPHYTb
OEHbIN 38 OTMEHEHHbIE PEWCHI UKN NpegnaratoT NoNyUnTb roCygapCTBEHHbIE
gotaumm

MACKUPYIOTCH

Pa3bIrpbiBatloT po/sib NPOAABLIOB M MOKyNaTenein Ha NonynapHbIX cakTax 06 bABMEHUI

Kak o6e3onacuTtb CBOU AEHbIU

B MHTEepHeTe?

1 YCTaHOBUTE aHTUBUPYC N PErYNAPHO OOHOBNANTE €ro

3aBeauTe oTAeNbHYIO 0e6eTOBYIO KapTy ANA NnaaTexen
B MHTEPHETE U KNaanTe Ha Hee HYXXHYIO CyMMY nepepn onsaTow

Bcerga npoBepante aapeca 31EKTPOHHOM MOYTbl U CAUTOB —
OHM MOTYT OT/IMYATLCA OT OPMLMANBHBLIX MNULLb MAPON CUMBOJIOB

4 He nepexognte No CCbi/IkaM OT HE3HAKOMLEB —
cpa3sy ygoanamrte COMHUTE IbHble COOOLWEHNS

Hnkomy He coobLLianTe CBOU NepCcoHabHble gaHHble

MoppobHee o npaBuiax
KubeprurmeHboi ﬁ ®duHaHcoBas
yntamTe Ha fincult.info Ky/ibTypa



o kapte/cuete — EY[bTE 5AUTEJIbHbI,
3TO MOryT BblTb MOLLEHHNKWA!
3}'IOYMbILIJJ'IeHHVIKVI C MOMOLWbKO CcrneunanbHbIX TEXHOOrM

MOryT caenaTb Tak, YTO Ha 3KpaHe Ballero TeniepoHa
BbICBETUTCS OdULMaribHbIN HOMep 6GaHKa.

BaM 3BOHAT U3 6aHKa U NPOCAT cOO6WMUTD
nepcoHasnbHble faHHble Ui uHpopMaLmio

OHu MOryTt O6paTMTbCF| K BaM No MMeHN-oT4veCTBY N MOnpoCcnTb
CeKkpeTHble cBefeHns O KapTe unn cuyete. Hanpumep, UTObbDI
OCTaHOBUTb NMOOAO3PUTENIbHYIO Ornepaunio.

B YEM OMNMACHOCTb N 4YTO AENIATb?

Y3HaB HYXHYI0 MHPOpMaLMIO, NPECTYNHUK MOXET
YKpacTb Ballu AieHbIru.
e He rosopuTte 1 He BBoguTe MNMMH-Kopa, TpEX3HaYHbIN KoL,

C 0BpaTHOM CTOPOHbI KapTbl, UM OAHOPA30BbIA NapOsb
n3 CMC.

* He HabupanTe Ha TenedoHe HMKaKMX KOMBMHaLUMI
M He nepexoamTe Mo CCbiSIKaM.

* [lonoxuTe TpyoKy. MNo3BOHMTE B BaHK MO opULMaIbHOMY
HOMepY — OH €CTb Ha CanTe UM O6paTHOWM CTOPOHE KapTbl.

e CaMocCTosATe/IbHO HabepuUTe HOMEp Ha KaBuaType
TenedoHa. He nepesBaHMBanTe 06paTHbIM 3BOHKOM,
Bbl MOXETe CHOBAa MOoMacTb K MOLUEHHMKaM.
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[TPABUJIA

CDMHAHCOBOVI BE3OMACHOCTHU

c 3BOHUTEe B 6aHK caMu

JIMHWW yKa3aH Ha 0BpaTHOM CTOPOHE KapTbl

9 CocpepoToubTechb

e He roBopuTe HUKOMY ceKpeTHblie Koapl

HabupainTte HoMep BpyuYHyto. TernedoH ropsiyen

M Ha opuLMaribHOM camTe 6aHKa.

MNMepesBaHMBasi HA HOMep, C KOTOPOIro npuLuen
3BOHOK UM cooblueHue, Bbl pUCKyeTe CHOBa nonacTtb
K MOLWEeHHUKaM.

Ecnu 6aHK BbISIBUT MOOO3PUTENBHYIO TPaH3aKLMIO,
OH NPUOCTaHOBUT €e Ha CPOK A0 ABYX CYTOK.

Y Bac ecTb 48 YacoB, YTO6bl CTOKOMHO MPUHSATD
pelueHue: NoaATBepAUTb UIM OTMEHUTDb ornepaLmio.

Ecnn Bac y6expatoT NpoamMkKToBaTb UM BBECTU
CVC/CVV-kopf Ha obpaTHOW CTOPOHE KapTbl, MUH-KOL,
mnun kogpl 3 CMC — 3T0 MOLLIEHHUKU!

HasbiBaTb KOgOBOE C/IOBO MOXHO, TOJIbKO €CJI1 Bbl CaMU
3BOHMUTE Ha ropsyYIO JIMHUIO 6aHKa.

MoppobHee O TOM, KakK 3alWUTUTLCA
OT KMBepPKpax N GUHAHCOBbIX
MOLLEHHUKOB, YNTaWTE Ha canTe
fincult.info

@ bank Poccum

KoHTakTHbIN LeHTp BaHka Poccun: NHTepHeT-NpueMHas
8 800 300-30-00 BaHka Poccum:
(ons 6ecnnaTHbIX 3BOHKOB www°Cbr~ru/

13 pernoHos Poccui) reception



MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUNCKOW ®EOEPALIUU

FEHEPAJIbHAS MPOKYPATYPA
POCCUNCKOWN ®EOEPALLINU

UTO AOEJIATD, ECJIN C KAPTDI
YKPAJIU OEHDBbI'N?

© 3AB/IOKMPOBATb @ HAIMUCATb

© OBPATUTDLCH

KAPTY 3ASABJIEHUE O HECOINTTACUMA . Bnonuuumio

C OMNEPAUUEN
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« MO HOMepy TenepoHa 6aHkKa . 3asiBNeHue JonXHo . Yem 6onblue nogei
Ha 6aHKOBCKOM KapTe - ObITb HaNMUCcaHo: ~ nopaayT 3adaB/IeHUs,
Unn Ha odpmumanbHOM canTe + B TeyeHue cyToK nocne TeM BbllLe BEePOATHOCTb,
« Yepe3s MOOUbHOE NpUMoXeHue COOBLEHUS O CIUCAHNN ~ YTO NPEeCTynHMKOB
» Yyepes NINYHbIN KabunHeT AcHer 0
Ha ohuuManbHOM canTe 6aHKa | « Ha MecTe B OTAEe/IeHUM
’ 6aHKa

e B OTAENEeHN 6aHKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLUAUTE:

« CPOK AENCTBUA KAPTbl N TpeX3HaYHbIN KOA
Ha ee o6opoTHomn ctopoHe (CVV/CVC)

- MAPOSIN U KOAbl U3 YBEOAOM/TIEHNI
« IOF'MH M MapoOsib OT OHNanH-6aHKa

HE NYBJIMKYUTE
I'IepCOHaI'IbeIe OJAHHbIE B OTKprTOM ,EI,OCTyI'Ie

YCTAHOBUTE
AHTVMBUPYCbI HA BCe YCTPOMNCTBA

NMoapo6Hee o npaBuiax 6e3onacHOCTU
yutamTe Ha fincult.info

KOOOBOE CJ10BO

Ha3blBaWTe TONIbKO COTPYAHNKY BaHKa,
KOrga caMmy 3BOHUTE Ha ropsAYYyIo
NTNHUIO

baHK He KoMneHcUupyert
rnoTepu, ecnv Bbl HapyLInIu

npaBuia 6e3onacHoro
UCMO/Ib30OBaHUA KapThbl

duHaHcoBas
KYyJbTypa



